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Abstract

The automatic generation of diagnostic decision
trees from qualitative models is a reasonable com-
promise between the advantages of using a model-
based approach in technical domains and the con-
straints imposed by on-board applications. In this
paper we extend the approach to deal with tempo-
ral information. We introduce a notion of tempo-
ral diagnostic decision tree, in which nodes have
a temporal label providing temporal constraints on
the observations, and we present an algorithm for
compiling such trees from a model-based diagnos-
tic system.

1 Introduction
The adoption of on-board diagnostic software in modern ve-
hicles and similar industrial products is becoming more and
more important. This is due to the increasing complexity
of systems and subsystems, esp. mechatronic ones like the
ABS and fuel injection, and to the increasing demand for
availability, safety and easy maintenance. However, in or-
der to keep costs acceptable, esp. for large scale products
like cars, limited hardware resources are available in Elec-
tronic Control Units (ECUs). Thus, although the model-based
approach is very interesting and promising for the automo-
tive domain and similar ones[Console and Dressler, 1999;
Sachenbacheret al., 1998], it is still questionable if diagnos-
tic systems can be designed to reason on Þrst-principle mod-
els on board. For this reason the followingcompilation-based
scheme to the design of on-board diagnostic systems for vehi-
cles was experimented in the Vehicle Model Based Diagnosis
(VMBD) BRITE-Euram Project (1996-99), and applied to a
Common-rail fuel injection system[Cascioet al., 1999]:

� A model-based diagnostic system, which can be used to
solve problems off-line (and then for off-board diagnosis
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in the garage), is used to solve a set of signiÞcant cases
(that is, at least a good sample of the cases that have
to be faced on-board). The solution includes the set of
candidate diagnoses and, more important, the recovery
action(s) that should be performed on-board in that case.

� Cases and the corresponding recovery actions are used to
generate a compact on-board diagnostic system. Specif-
ically, in [Cascioet al., 1999] decision trees are gener-
ated, using an algorithm based onID3 [Quinlan, 1986].

However, the system has a major limitation: even if some
form of reasoning on the dynamics is used to achieve proper
diagnostic results, all abnormal data are considered relative
to a single snapshot, and therefore no temporal information is
associated with the data in the table used by the compiler and
then in the decision tree.

In this paper the decision tree generation approach is ex-
tended to take into account temporal information associated
with the model, with the manifestations of faults and with the
decisions to be made. Using the additional power provided by
temporal information requires however new solutions for or-
ganizing and compiling the decision trees to be used on board.

The essential idea for generating small decision trees in
the temporal case is thatin some cases there is nothing better
than waiting, in order to get a good discrimination, provided
that safety and integrity of the physical system is kept into
account.

2 Temporal diagnostic decision trees
DeÞning and compiling decision trees is conceptually simple
in the atemporal case. Each node of the tree corresponds to
an observable (e.g., a sensor reading) and has several descen-
dants depending on the qualitative values associated with the
sensor. The leaves of the tree correspond to actions that can
be performed on board.

New opportunities and problems have to be faced in the
temporal case. Each fault leads to a different evolution across
time, and, for some fault, the appropriate recovery action
must be performed within a given time to avoid unacceptable
consequences as regards the car integrity and, most impor-
tantly, safety.

In the deÞnition of the decision tree, temporal information
can be exploited for discriminating faults based on temporal
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Figure 1: A simple example of temporal decision tree

information, e.g. faults that lead to the same manifestations
with different timing. Suppose, for example, that faultsF

1

andF

2

both produce an abnormal value for sensors

1

, but F

1

produces an abnormal value for sensors

2

after timed

1

while
F

2

produces the same abnormal value fors

2

after timed

2

>

d

1

. The two faults cannot be distinguished in an atemporal
decision tree and, in general, without temporal information
On the contrary, in the temporal case we can build a tree like
the one in Þgure 1. After observing an abnormal value for
s

1

, the system waits ford
1

units of time, and then makes
a decision, depending on whether at that time an abnormal
value fors

2

is read. However, this behavior is only reasonable
in case the recovery actions associated with faultsF

1

andF

2

allow the system to wait ford

1

more units of time after fault
detection (i.e. in this example, observing an abnormal value
for s

1

).
Timing information then leads to the deÞnition oftemporal

diagnostic decision tree, i.e. a decision tree such that:

� Each node is labelled with a pairh s; t i , wheres is the
name of an observable andt is a time delay.

� The root corresponds to the sensor used for fault detec-
tion; in case more than one sensor may be used for such
a purpose, there are multiple decision trees, one for each
sensor.

� Each edge is labelled with one of the qualitative values
of the sensor associated with its starting node.

� Leaves correspond to recovery actions.

The tree is used as follows:

1. Start from the root when a fault is Þrst detected.

2. When moving to a nodeh s; t i , wait for t units of time,
then read sensors and move to the descendant ofs cor-
responding to the observed value for the sensor.

3. When moving to a leaf, perform immediately the corre-
sponding recovery action.

In the following sections we present how a temporal diag-
nostic decision tree can be generated automatically. Before
describing that, however, we must discuss the assumptions
we make as regards the underlying model-based diagnostic
approach.

3 The underlying model-based approach
As regards the temporal dimension, the architecture in[Cas-
cio et al., 1999] relies on either static diagnosis (i.e. diagno-
sis based on a static model, or based on reasoning in a single
state of the system) or a limited form of temporal diagnosis

(see[Brusoniet al., 1998] for a general discussion on tempo-
ral diagnosis) where the model of time is purely qualitative (a
sequence of qualitative states), abnormal manifestations are
assumed to be acquired in a single snapshott and therefore
matched with a single qualitative state, and normality of ob-
servations in times earlier thant is used to rule out diagnoses
which predict abnormal manifestation that were not detected
(see[Panati and Theseider Dupr«e, 2000]).

What isnotexploited is the ability of discriminating among
explanations for the observations at snapshott using informa-
tion acquired atsubsequentsnapshots, which is what we in-
tend to exploit in the present paper, to extend the approach to
other forms of temporal models and other notions of temporal
diagnosis.

In particular, we consider models of temporal behavior in
which temporal information is associated with the relations
describing the behavior of a device. We do not make spe-
ciÞc assumptions on the model of time, even though, as we
shall see in the following, this has an impact on the cases
which can be considered for the tree generation. Similarly,
we do not make assumptions on the notion of diagnosis being
adopted (in the sense of[Brusoniet al., 1998]). This means
that the starting point of our approach is a table containing
the results of running the model-based diagnostic system on
a set of cases, (almost) independently of the model-based di-
agnostic system used for generating the table.

However, some discussion is necessary on the type of in-
formation in the table. In the static case, with Þnite quali-
tative domains, the number of possible combinations of ob-
servations is Þnite, and usually small, therefore there are two
equivalent ways of building the table:

1. Simulation approach: for each fault F , we run the
model-based system to predict the observations corre-
sponding toF .

2. Diagnostic approach: we run a diagnosis engine on
combinations (all relevant combinations) of observa-
tions, to compute, the candidate diagnoses for each one
of these cases.

In either case, the resulting decision tree contains the same
information as the table; if, once sensors are placed in the
system, observations have no further cost, the decision tree is
just a way to save space and speed up table lookup.

In the temporal case, if the model of time is purely qual-
itative, a table with temporal information cannot be built by
prediction, while it can be built running the diagnosis engine
on a set of cases with quantitative information: diagnoses
which make qualitative predictions that are inconsistent with
the quantitative information can be ruled out. Of course, this
cannot in general be done exhaustively, even if observations
are assumed to be acquired at discrete times; if it is not, the
decision tree generation will be reallylearning from exam-
ples.

Thus a prediction approach can only be used in case the
temporal constraints in the model are precise enough to gen-
erate predictions on the temporal location of the observations
(e.g., in case the model included quantitative temporal con-
straints), while a diagnostic approach can be generate also



in case of weaker (qualitative) temporal constraints in the
model.

As regards the observations, we consider the general case
where a set of snapshots is available; each snapshot is labelled
with the time of observation and reports the value of the sen-
sors (observables) at that time. This makes the approach suit-
able for different notions of time in the underlying model and
on the observations (see again the discussion in[Brusoniet
al., 1998]).

We require that some knowledge is available on the recov-
ery actions that can be performed on-board:

� A recovery actiona

i

is associated with each faultF

i

.

� A cost c ( a

i

) 2 IR is associated with each recovery ac-
tion a

i

, due to e.g. the reduction of functionality of the
system as a consequence of the action.

� A partial order� is deÞned on recovery actions:a

i

� a

j

in casea

j

is stronger thana

i

, in the sense that all re-
covery effects produced bya

i

are produced also bya

j

.
This means thata

j

also recovers fromF

i

although it is
stronger than needed. For example, for two recovery
actions in the automotive domain[Cascioet al., 1999]:
reduce performance � limp home as the latter cor-
responds to averystrong reduction of car performances
which simply allows the driver to reach the Þrst work-
shop. Actions deÞne a lattice, whose bottom corre-
sponds to performing no action and whose top corre-
sponds to the strongest action, e.g.,stop engine in the
automotive domain.

� Costs are increasing wrt� , that is, if a

i

� a

j

then
c ( a

i

) < c ( a

j

) .

� Actions a

1

and a

2

can be combined intoA =

merge( a

1

; a

2

) deÞned as follows:

A =

8

<

:

f a

1

g if a

2

� a

1

f a

2

g if a

1

� a

2

f a

1

; a

2

g otherwise

The merge can be extended to compound actions:
merge( A

1

; A

2

) = ( A

1

[ A

2

) n f a

i

2 ( A

1

[ A

2

) j

9 a

j

2 ( A

1

[ A

2

) s.t. a

i

� a

j

g .
A simple action can be seen as a special case of com-
pound action, identifyinga

i

with f a

i

g . In general
A

1

; A

2

� merge( A

1

; A

2

) .

� For a compound actionA the cost is such that
max

a

i

2 A

f c ( a

i

) g � c ( A ) �

P

a

i

2 A

c ( a

i

) .

A merge of actions must be performed in case of a multi-
ple fault or when alternative preferred (e.g. minimal, or min-
imum cardinality) diagnoses cannot be discriminated, either
because no further sensors are available or there is no time to
get further sensor readings.

This actions model is valid only if actions are not fault-
dependent, e.g. their cost does not depend on the actual
fault(s) in the system. We will discuss this points in section
5.

We now have all the elements to describe the structure
of the table in which we collect the results of applying the
model-based system on the set of simulated cases:

� The table has one row for each case.

� Each row contains:

–the set of observations corresponding to the case.
In particular, for each observableS

j

we have the
value in each snapshot (this will be denoted as
S

( i;t )

j

wheret identiÞes the snapshot andi the row
of the table);

–the recovery action to be performed and its cost.
This is determined by considering the set of can-
didate diagnoses for the case under examination
and, in case of multiple faults or multiple candi-
date diagnoses, merging the recovery actions asso-
ciated with the individual faults occurring in the di-
agnoses;

–a probability which corresponds to the prior prob-
ability of the candidate diagnoses associated with
the row;

–the maximum number of snapshots that can be used
for completing the diagnosis.

This table is the input to the algorithm for generating the tem-
poral diagnostic decision tree.

4 Generating the tree
An important issue to be considered for the generation of de-
cision trees is optimality. A standard decision tree is said to
be optimal (with respect to the set of decision trees solving a
particular decision problem) if its average depth is minimal.
The ID3 algorithm exploits the quantity of information (or
its opposite, entropy) carried by an observation as a heuristic
to build a decision tree that is, if not optimal, at least good
enough.

For temporal diagnostic decision treesdepth is only a sec-
ondary issue, since the ability to select a suitable recovery
action in the available time becomes more important. Asuit-
ableaction is one that has the proper recovery effects, but that
is not more expensive than necessary. Each time two actions
are merged (because of lack of discrimination), we end up
with performing an action that could have a higher cost than
needed. An expected cost can be associated with a tree.
De�nition. Let L ( T ) denote the set of leaves of a treeT ,
R ( T ) the set of candidate rows the tree discriminates,R ( l )

the set of candidate rows associated with a leafl 2 L ( T ) ,
A ( l ) the recovery action forl , andP ( l ) the probability ofl .
In particular we have

P ( l ) =

P

r 2 R ( l )

P ( r )

P

r 2 R ( T )

P ( r )

Then the expected costX ( T ) of T can be deÞned as:

X ( T ) =

X

l 2 L ( T )

P ( l ) c ( A ( l ))

Since we are interested in building a tree that minimizes ex-
pected cost, some more considerations on costs are worth be-
ing made. For any treeT , the setD ( T ) = f R ( l ) j l 2 L ( T ) g

is a partition ofR ( T ) . It is easy to see that if two treesT

1



and T

2

are such thatD ( T

1

) is a subpartition ofD ( T

2

) then
X ( T

1

) � X ( T

2

) . Intuitively, T

1

has a higher discriminating
power thanT

2

, and therefore it cannot have a higher expected
cost. It follows that if we build the tree with highest discrim-
inating power we automatically build a tree with minimum
expected cost. However,maximum discriminating poweris a
relative, concept: it ultimately depends on the data available
in the table from which the tree is built. Let us denote with
I the set of all pairsh observable; timei in the initial table. To
fully exploit the discriminating power inI , a tree could be
based onall the pairs in it. The partition induced on the set of
candidates by such a tree is a subpartition of that induced by
any other tree that makes use of pairs inI . Therefore the cost
of this tree is theminimum achievable expected cost.

Unfortunately this is not the tree we want to build, since
as well as minimum expected cost it has maximum depth.
The algorithm we propose builds a tree with minimum ex-
pected cost while trying to minimize its depth, using the crite-
rion of minimum entropy. The algorithm is essentially recur-
sive. Each recursive call is composed of the following steps:
(i) it takes as input a set of candidates, represented by table
rows; (ii) it selects a pairh observable; timei for the current
tree node;(iii) it partitions the set of rows accordingly to the
possible values of the selected attribute;(iv) it generates a
child of the current node for each block of the partition;(v) it
performs a recursive call on each child.

The difÞcult step is(ii) . First of all, let us notice that, differ-
ently from what happens in ID3, the set of pairs from which
we can choose is not the initial setI , nor it is the same in
all recursive calls. The set ofavailable pairsdepends on the
current snapshot - a tree node cannot consider a snapshot pre-
vious to that of its parent - and on the deadline, which in turns
depends on the set of candidates. Choosing a pair with a time
delay greater than0 for the current node means making all
snapshots between the current one and the selected one un-
available for all the descendants of this node. A pair may be
discarded that was necessary in order to attain the minimum
expected cost. Of course, the higher the time delay, the higher
the risk.

Step(ii) can then be divided in two substeps: Þrst, deter-
mine the maximum time delay that does not compromise the
minimum expected cost; second, select the pair with lowest
entropy between those with a safe delay. In order to deter-
mine if a particular delay is safe, we must associate with each
possible delayt the minimum expected cost� ( t ) that it is pos-
sible to obtainafter selecting it. Then, since a0 -delay is safe
by deÞnition, the delayst with � ( t ) = � (0) can be declared
safe.

The easiest way to compute� ( t ) is to build the tree that
considersall the pairs still available aftert , as in the deÞnition
of minimum achievable expected cost. Since we only need
the leaves, and not the whole tree, we can simply consider the
partition induced on the set of candidates by the combination
of all available pairs. We will refer to this partition as the
global partition for t .

Doing this for all delays can be computationally expensive;
luckily there is a more efÞcient way to obtain the same result.
If we consider two possible delayst

1

; t

2

with t

1

< t

2

we have
that the set of available pairs fort

2

is a subset of that fort

1

.

This means that, if we compute Þrst the global partition fort

2

,
we can build the global partition fort

1

starting from that of
t

2

and considering only the extra pairs available fort

1

. If we
apply thisbackward strategyto the set of all possible delays,
we immediately see that we can compute� ( t ) for all t while
computing� (0) . In this way we will be able to determine
which delays are safe and which are not looking onlyonceat
the set of pairs that are initially available. If we denote byN

the number of rows in the table, byS the number of sensors,
by T the number of snapshots, and byk the number of values
that each sensor can assume, we have that in the worst case
this algorithm behaves asO (

N

2

� T � S

k

) . The algorithm as pre-
sented in this paper is an improvement, in terms of efÞciency,
of the original version we described in[Consoleet al., 2000].

4.1 The algorithm

The algorithm for compiling the tree is reported in Þgure 2.
To start the algorithm up, the sensors used for fault detec-
tion must be determined, since a separate tree will be built
for each of them. Notice that each tree covers a subset of
cases, depending on which abnormal measurement activates
diagnosis.

Given the sensor used as the root of the tree, the values the
sensor can assume induce a partition on the set of cases, and a
subtree must be generated for each block of the partition. This
is done in the TEMPORALID3 function, that takes in input a
set of casesR and returns a temporal decision tree along with
its expected cost.

In order to express delays instead of absolute times, TEM-
PORALID3 needs a notion ofcurrent snapshotthat varies
from one call to another, and that corresponds to the last snap-
shot considered. More precisely, since each call to TEMPO-
RALID3 builds a subtree, the current snapshot is the one in
which the parent nod̀Es observation takes place. However,
since the delay between fault occurrence and fault detection
depends on which fault is supposed to occur, each candidate
r 2 R has to maintain a pointer to its owncurrent snapshot;
we denote this pointer by� ( r ) . At the beginning, for eachr ,
� ( r ) is set to the snapshot at which the fault (or combination
of them) described byr is detected.

Moreover, we denote byP ( r ) the prior probability ofr ,
by T ( r ) its deadline for a recovery action, and byA ( r ) its
recovery action (either simple or compound).

Let us brießy describe TEMPORALID3. First, it considers
all those situations in which it should simply return a tree leaf.
This happens when:(i) the input set does not need further dis-
crimination, that is, all the cases inR have the same recovery
action; or(ii) in the time left for selecting an action there are
no more discriminating pairs (a particular case is when there
is no time left at all). This means that it is not possible to
distinguish between the candidates inR and therefore the se-
lected recovery action is the merge off A ( r ) j r 2 Rg .

If none of the previous cases holds, TEMPORALID3 uses
thebackward strategydescribed earlier in order to compute,
for each delayt , the expected cost� ( t ) , thus Þnding out
which delays are safe. It exploits three subfunctions: PAIRS,
SPLIT and EXPECTEDCOST, which, for the sake of concise-
ness, we describe without providing their pseudocode.



function TEMPORALID3( R )

returns a pair( Tree; Cost)
begin

if 9 A : 8 r 2 R ( A ( r ) = A ) then
f all candidates inR have the same recovery actiong

return ( Tree= h A i ; Cost = c ( A )) ;
T  � minf T ( r ) � � ( r ) j r 2 Rg ; f current deadlineg
A  � mergef A ( r ) j r 2 Rg ;
if T < 0 then f no time leftg

return ( Tree= h A i ; Cost = c ( A )) ;
f Backward strategy:g

~

t  � undeÞned;
�  � undeÞned;
�  � fRg ;
for each t in f T ; T � 1 ; : : : ; 0 g do begin

P  � PAIRS( t; t ) ;
if P 6= ; then begin

do begin
�  � SPLIT(� ; P ) ;
for each � 2 � do begin

T ( � )  � minf T ( r ) � � ( r ) j r 2 � g ;
P  � PAIRS( T + 1 ; T ( � )) ;

end
while P 6= ; ;
� new  � EXPECTEDCOST(�) ;
if ( � is undeÞned) or ( � new < � ) then
begin

�  � � new;
~

t  � t ;
end

end
if ~

t is undeÞnedthen
f no more discriminating pairsg

return ( Tree= h A i ; Cost = c ( A )) ;
h o ok ; t ok i  � the pair with minimum entropy

between those with0 � t �

~

t ;
for each r 2 R do f Update the value

of thecurrentsnapshot for each candidateg

t ( r )  � t ( r ) + t ok;
�  � SPLIT( fRg ; fh o ok ; t ok ig ) ;
for each � 2 � do

f Build the subtreesg

( Subtree( � ) ; X ( � ))  � TEMPORALID3( �

i

) ;
return ( Tree= hh o ok ; t ok i ; f Subtree( � ) j � 2 � g ;

Cost =

P

� 2 �

P

r 2 �

P ( r )

P

r 2R

P ( r )

� X ( � )) ;
end.

Figure 2: The function TEMPORALID3

PAIRS returns all the pairs with a delay between the speciÞed
values.

SPLIT splits an existing partition using the set of pairs in
input. A partition block can be split by a pair only if
the pair can provide a value for all the candidates in the
block. This is important since some pairs are beyond
the deadline and thus do not provide a value for all the
candidates.

Row S

1

S

2

S

3

Act T

i

P

i

Cost

0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5

R

1

n n n n v n l v v v n n n n n a

1

4 1

4

100

R

2

n n n n v v n l l l v v n n n n n v a

2

5 1

4

10

R

3

n n n n h h n l l l l v n n n n n h a

3

5 1

4

10

R

4

n n n n v n l v z z n n n n n a

4

4 1

4

2

Table 1: A sample table of data

EXPECTEDCOST computes the expected cost associated
with a partition. The partition can be regarded as a set
of tree leaves, and therefore it is possible to apply the
deÞnition of expected cost.

When we compute� ( t ) , as a result of thebackward strat-
egy we can exploit the partition we created for a delay of
t + 1 . First of all we consider the ÒnewÓ pairs that are avail-
able at snapshott , that is, those pairs returned by PAIRS( t; t ) .
However it may be that for some blocks of the newly created
partition there are some more pairs available, because these
smaller blocks have a looser deadline than the older ones.
Therefore we keep on(i) creating the new partition;(ii) com-
puting the new deadline for each block;(iii) adding the new
pairs due to the new deadline, if any. This is repeated until
there are no more pairs to add.

After determining the maximum safe delay, denoted by~

t ,
the algorithm selects the pair with minimum entropy among
those with a delayt such that0 � t �

~

t . The selected pair is
denoted byh o ok ; t ok i .

Finally, TEMPORALID3 updates the current snapshot
pointers, partitionsR according to the selected pair, and calls
recursively TEMPORALID3 on each block of the partition.

4.2 An example
Let us consider a simple example. There are three sensors,
S

1

, S

2

andS

3

; each one of them can have Þve possible val-
ues: normal (n), high (h), low (l), very low (v) and zero (z).
Possible recovery actions are denoted bya

1

, a

2

, a

3

, a

4

, with
the following partial order:a

4

� a

2

� a

1

, a

4

� a

3

� a

1

.
The only compound action that can arise from a merge opera-
tion is f a

2

; a

3

g and we assume its cost isc ( a

2

) + c ( a

3

) = 20 .
We assume that the faults associated with the four rows have
the same prior probability. Initial data are shown in table 1.

We will build the tree whose root is sensorS

2

; this is the
only tree to be built since each fault in the table is Þrst de-
tected onS

2

. If, for example, casesR
1

and R

2

were Þrst
detected onS

2

while R

3

and R

4

on S

1

, we would have had
to build two separate trees, the Þrst with rootS

2

dealing with
R

1

; R

2

and the second with rootS

1

dealing withR

3

; R

4

.
The root of the tree is thush S

2

i but it does not partition the
set of candidates, so we still haveR = f R

1

; R

2

; R

3

; R

4

g ,
and � ( R

i

) = 1 for i = 1 ; 2 ; 3 ; 4 . In this example all faults
show themselves with the same delay wrt fault occurrence;
this is the reason why all� ( R

i

) s have the same value. In a
different situation each would point to the Þrst snapshot for
which sensorS

2

has a non-normal reading. Diagnosis must



be completed by snapshots4 , corresponding to a delay of3

snapshots. Using the backward strategy we Þrst Þnd out that
with a delay of3 we would not be able to discriminateR

1

and R

2

, and therefore� (3) = 53 . On the other hand, if we
consider a delay of2 we are able to discriminate all faults,
thus � (0) = � (1) = � (2) = 30 : 5 . The minimum entropy
criterion prompts us to choose the pairh S

2

; 2 i , and we ob-
tain the partitionR

1

= f R

1

g ; R

2

= f R

2

; R

3

g ; R

3

= f R

4

g .
For R

1

and R

3

the diagnosis is completed and the algo-
rithm returns respectivelyh a

1

; 100 i and h a

4

; 2 i . For R

2

we
have that the deadline is moved, and we can choose be-
tween delays0 ; 1 and 2 . However it is immediately clear
that � (0) = � (1) = � (2) = 10 ; moreover all available pairs
have the same entropy (quite obvious since there are only two
candidates left). We can choose for exampleh S

2

; 1 i and the
recursive calls returnh a

2

; 10 i andh a

3

; 10 i .
The resulting decision tree is shown in Þgure 3.

�S2�

�S2,2 �

�S2,1 ��a4��a1�

�a2� � a3�

l

lzv

v l

Figure 3: Resulting decision tree

5 Conclusions

In this paper we introduced a new notion of diagnostic deci-
sion tree that takes into account temporal information on the
observations and temporal constraints on the recovery actions
to be performed. In this way we can take advantage of the dis-
criminatory power that is available in the model of a dynamic
system. We presented an algorithm that generates temporal
diagnostic decision trees from a set of examples, discussing
also how an optimal tree can be generated.

The automatic compilation of decision trees seems to be a
promising approach for reconciling the advantages of model-
based reasoning and the constraints imposed by the on-board
hardware and software environment. It is worth noting that
this is not only true in the automotive domain and indeed the
idea of compiling diagnostic rules from a model has been
investigated also in other approaches (see e.g.,[Darwiche,
1999; Dvorak and Kuipers, 1989]). [Darwiche, 1999], in par-
ticular, discusses how rules can be generated for those plat-
forms where constrained resources do not allow a direct use
of a model-based diagnostic system.

Future work on this topic is mainly related to recovery ac-
tions. While developing the algorithm, we assumed to have
a model of actions and costs where actions are not fault-
dependent (see section 3). Modeling such a situation would
mean to introduce(a) a more sophisticated cost model where
the cost of an action can depend on the behavioral mode of
some system components, and(b) a more detailed deadlines

model, that expresses the cost of not meeting a deadline. No-
tice that this does not affect the core part of the algorithm,
i.e. the one that computes the expected costs related to differ-
ent choices. However having fault-dependent costs requires
a different criterion for stopping the discrimination process
and building a tree leaf, since meeting the deadline becomes
a matter of costs and beneÞts rather than a strict requirement.

Some other generalizations are more challenging, since
they affect also the core part of the algorithm. As an exam-
ple, we are currently investigating how to integrate actions
and candidate discrimination, e.g. including probing actions
(which modify the system state) and sequences of actions in-
terleaved with measurements.

References
[Brusoniet al., 1998] V. Brusoni, L. Console, P. Terenziani,

and D. Theseider Dupr«e. A spectrum of deÞnitions for
temporal model-based diagnosis.ArtiÞcial Intelligence,
102(1):39Ð79, 1998.

[Cascioet al., 1999] F. Cascio, L. Console, M. Guagliumi,
M. Osella, A. Panati, S. Sottano, and D. Theseider Dupr«e.
Generating on-board diagnostics of dynamic automotive
systems based on qualitative deviations.AI Communica-
tions, 12(1):33Ð44, 1999. Also in Proc. 10th Int. Workshop
on Principles of Diagnosis, Loch Awe, Scotland.

[Console and Dressler, 1999] L. Console and O. Dressler.
Model-based diagnosis in the real world: lessons learned
and challenges remaining. InProc. 16th IJCAI, pages
1393Ð1400, Stockholm, 1999.

[Consoleet al., 2000] L. Console, C. Picardi, and D. Thesei-
der Dupr«e. Generating temporal decision trees for diagnos-
ing dynamic systems. InProc. DX 00, 11th Int. Workshop
on Principles of Diagnosis, Morelia, 2000.

[Darwiche, 1999] A. Darwiche. On compiling system de-
scriptions into diagnostic rules. InProc. 10th Int. Work.
on Principles of Diagnosis, pages 59Ð67, 1999.

[Dvorak and Kuipers, 1989] D. Dvorak and B. Kuipers.
Model-based monitoring of dynamic systems. InProc.
11th IJCAI, pages 1238Ð1243, Detroit, 1989.

[Panati and Theseider Dupr«e, 2000] A. Panati and D. The-
seider Dupr«e. State-based vs simulation-based diagnosis
of dynamic systems. InProc. ECAI 2000, 2000.

[Quinlan, 1986] J. R. Quinlan. Induction of decision trees.
Machine Learning, 1:81Ð106, 1986.

[Sachenbacheret al., 1998] M. Sachenbacher, A. Malik, and
P. Struss. From electrics to emissions: experiences in ap-
plying model-based diagnosis to real problems in real cars.
In Proc. 9th Int. Work. on Principles of Diagnosis, pages
246Ð253, 1998.



MODEL -BASED DIAGNOSABILITY AND SENSOR PL ACEMENT 
APPLICATION TO A FRA ME 6 GAS TURBINE SUBSYSTEM 

 
Louise Travé-Massuyès 

LAAS-CNRS and LEA-SICA, 7 Avenue du Colonel-Roche, 31077 Toulouse, France 
louise@laas.fr 

 

Teresa Escobet 
UPC and LEA-SICA, Automatic Control Department, Universitat Politècnica de Catalunya,  

Terrassa, Barcelona, Spain 
teresa@eupm.upc.es 

 

Robert Milne  
Intelligent Applications Ltd, 1 Michaelson Square, Livingston, West Lothian. Scotland. EH54 7DP 

rmilne@bcs.org.uk 
 
 

Abstract 
This paper presents a methodology for: assessing 
the degree of diagnosability of a system, i.e. 
given a set of sensors, which faults can be 
discriminated? and; characterising and 
determining the minimal additional sensors 
which guarantee a specified degree of 
diagnosability. This method has been applied to 
several subsystems of a General Electric Frame 6 
gas turbine owned by a major UK utility. 

1 Introduction  
It is commonly accepted that diagnosis and maintenance 
requirements should be accounted for at the very early 
design stages of a system.  For this purpose, methods for 
analysing properties such as diagnosability and 
characterising the instrumentation system in terms of the 
number of sensors and their placement are highly valuable. 
There is hence a significant amount of work dealing with 
this issue, both in the DX community [Console et al., 2000] 
and in the FDI community [Gissinger et al., 2000]. 

This paper proposes a methodology for: 
·  assessing the diagnosability degree of  a system, i.e. 

given a set of sensors, which are the faults that can be 
discriminated, 

·  characterising and determining the Minimal Additional 
Sensor Sets (MASS) that guarantee a specified diag-
nosability degree. 

The analysis for a given system can be performed at the 
design phase, allowing one to determine which sensors are 

needed, or during the operational life of the system, the 
trade off if not installing more sensors.  

The main ideas behind the methodology are to analyse the 
physical model of a system from a structural point of view. 
This structural analysis is performed following the approach 
by [Cassar and Staroswiecky, 1997]. It allows one to derive 
the Redundant Relations, i.e. those relations which produce 
the Analytical Redundant Relation (ARR) [Cordier et al., 
2000].  

Our contribution builds on these results and proposes to 
derive the potential additional redundant relations resulting 
from the addition of one sensor. All the possible additional 
sensors are examined in turn and a Hypothetical Fault 
Signature Matrix is built. This matrix makes the 
correspondence between the additional sensor, the resulting 
redundant relation and the components that may be 
involved. The second step consists of extending the 
Hypothetical Fault Signature Matrix in an Extended 
Hypothetical Fault Signature Matrix that takes into account 
the addition of several sensors at a time. This later matrix 
summarises all the required information to perform a 
complete diagnosability assessment, i.e. to provide all the 
MASSs which guarantee the desired discrimination level.  

This work is related to [Maquin et al., 1995; Carpentier et 
al., 1997]. Similarly, it adopts the single fault and 
exoneration-working hypothesis in the sense that it is 
assumed that a faulty component always manifests as the 
violation of the redundant relations in which it is involved. 
However, unlike [Maquin et al., 1995] that only deals with 
sensor faults, our approach allows us to handle faults 
affecting any kind of component. 



 
 
 

This method has been applied to several subsystems of a 
General Electric (GE) Frame 6 gas turbine owned by 
National Power in the framework of the European Trial 
Applications Tiger Sheba Project. This paper focuses on the 
Gas Fuel Subsystem (GFS) for illustrating the method. 

2 The GE Frame 6 Gas Turbine 
National Power is one of the major electricity generating 
companies in the UK and its CoGen wholly owned subsidi-
ary specialises in gas turbine driven power stations provid-
ing electricity and steam. Their Aylesford Newsprint site, 
located just southeast of London generates 40 MW of elec-
tricity for the national grid as well as providing steam to an 
adjacent paper re-cycling plant. The gas turbine is a General 
Electric Frame 6 and has been monitored by the Tiger™ 
software for over three years [Milne and Nicol, 2000]. 

The original Tiger Esprit project [Milne et al., 1996] has 
been developed into the Tiger gas turbine condition moni-
toring software product. Currently over 25 systems are in-
stalled on 5 continents, include 4 systems on offshore oil 
platforms.  

The first prototype Tiger installation included the Ca~En 
qualitative model based diagnosis system [Travé-Massuyès 
and Milne, 1997], but this was not deployed in the first 
commercial installations of Tiger. The Sheba project 
brought Ca~En back into Tiger with a full -scale demonstra-
tion of its capabilities and benefits on a Frame 6 gas turbine. 
This improved Tiger’s capabilities by a more precise predic-
tion of expected behaviour (from qualitative prediction) and 
the addition of model based fault isolation to complement 
the existing rule based diagnosis techniques. Shortly after 
the project started, it became clear that the sensors which 
were installed would limit the diagnosis. Hence work was 
begun to understand the gains that could be made from 
additional sensors. Although this problem is discussed in the 
context of a specific site, it is a widespread important issue 
in many industries. 

2.1 Gas Fuel Subsystem (GFS) 

Figure 1 – Flow diagram of the GE Frame 6 turbine GFS 
 

The main components of the GFS are two actuators: the 
Stop Ratio Valve (SRV) and the Gas Control Valve (GCV). 
These valves are connected in series and control the flow of 
gas fuel that enters in the combustion chambers of the tur-

bine. The first of these valves, the SRV, is controlled by a 
feedback loop that maintains constant gas pressure at its 
output (pressure between the two valves) fpg2. This pressure 
being constant, the gas fuel flow is just determined by the 
position of the GCV. Hence, the GCV is a position-
controlled valve. The GFS diagram in Figure 1 shows the 
variables (low case letter symbols) and the components 
(capital letter symbols). For the two valves GCV and SRV, 
hydraulic and mechanical aspects have been distinguished 
(marked “h” and “m”). 

For the GFS, the user's specifications state to consider 
faults on components: GCVm, GCVh, SRVm, SRVh, injec-
tors and some transducers. The set of faults is hence given 
by FGFS={GCVm, GCVh, SRVm, SRVh, Injt, Tfsg, Tfsgr, 
Tfqg, Tcpd}.  

3 A Structural Approach for Analytical Re-
dundancy 

The model of a system can be defined as a set of equations 
(relations) E, which relate a set of variables XÈ Xe, where Xe 
is the set of exogenous variables. In a component-oriented 
model, these relations, called primary relations, are matched 
to the system’s physical components. The structure of a 
model can be stated in a so-called Structural Matrix. 
 Definition 1 (Structural Matrix) Let’s define a matrix SM 
whose rows correspond to model relations and columns 
correspond to model variables. The entries of SM are either 
0 or X: sij  is X if and only if the variable in column j is in-
volved in the relation in row i, it is 0 otherwise. Then, S is 
defined as the model Structural Matrix. 

From the model structure, it is possible to derive the 
causal links between the variables [Iwasaki and Simon, 
1986; Travé-Massuyès and Pons, 1997]. These links ac-
count for the dependencies existing among the variables. 
Given a self-contained system S =  (E, X) formed by a set of 
n equations (relations) E in n variables X and the context of 
the system given by the set of exogenous variables, the 
problem of causal ordering is the one determining the de-
pendency paths among variables which would indicate in 
which order every equation should be used to solve succes-
sively for the n unknown variables. 

The problem of computing the causal structure can be 
formulated in a graph theoretic framework; it is then 
brought back to the one of finding a perfect matching in a 
bipartite graph G=(E È X, A) where A is the set of edges 
between variables and equations [Porté et al., 1986]. The 
system being self-contained, the perfect matching associates 
one variable to one equation. A similar method is used in 
the FDI community to obtain a so-called Resolution Process 
Graph (RPG). [Cassar and Staroswiecki, 1997] have shown 
that this graph can be used to derive the Redundant Rela-
tions within a structural analysis approach.  
 Given a system S=(E,XÈ Xe), the set of variables X can 
be partitioned as X=UÈO, where O is the set of observed 
(measured) variables and U is the set of unknown variables. 
Then, the structural approach of [Cassar and Staroswiecki, 

 



 
 
 

1997] is based on determining a perfect matching in the 
bipartite graph G=(EÈU, A), i.e. between E and U. Given 
the perfect matching C, the RPG is the oriented graph ob-
tained from G=(EÈU, A) by orienting the edges of A from 
xi  towards ej if a(i,j) Ï  C and from ej towards xi  if a(i,j) Î  
C. 
 Obviously, the number of relations in E is greater or equal 
to the number of unknown variables. If it is greater, then 
some relations are not involved in the perfect matching. 
These relations appear as sink nodes, i.e. without succes-
sors, in the RPG. 
 Definition 2 (Redundant Relation) A Redundant Relation 
(RR) is a relation which is not involved in the perfect match-
ing in the bipartite graph G=(EÈU, A). 
 RRs are not needed to determine any of the unknown 
variables. Every RR produces an Analytical Redundant 
Relation (ARR) when the unknown variables involved in 
the RR are replaced by their formal expression by following 
the analytical paths defined by the perfect matching. These 
paths trace back variable-relations dependencies up to the 
observed variables. An ARR hence only contains observed 
variables and can be evaluated from the observations [Cor-
dier et al., 2000]. 

3.1 Redundant Relations for the GFS 
A component-oriented model for the GFS was completed. 
For every component, the behavioural relations refer to 
generic component models [Travé-Massuyès and Escobet, 
1995]. The structural matrix of the GFS model, including 11 
primary relations, is given in Table 1 (transducers are not 
included). 
 

Comp Rel. p1 fpg2 p3 cpd fqg q2 q3 q4 fsg fsgr fag fagr 96 
hq1 

fsr 
out 

fprg 
out 

r1   Ä x   x         
Injectors 

r2       x Ä         

r3  x x   Ä    x       
GCVh 

r4      x Ä          

r5 x x   x     x      
SRVh 

r6     Ä  x          

r5         x  Ä   x   
GCVm 

r6         Ä     x x  

r8            Ä x   
SRVm 

r10          Ä   x  x 

GCVm + 
SRVh 

r11  Ä              x 

Table 1 – GFS structural matrix 
 

In Table 1, a shaded column indicates that the variable is 
exogenous. Although some internal variables have sensoare 
measured, let us perform the analysis as if we were at the 
design stage, i.e. as if the set of sensors S=Æ. The GFS is 
hence characterised by E={ri / i=1,...,11}, Xe={p1, cpd, 
96hq1, fsrout, fpgrout}, X=UÈO where U={fpg2, p3, fqg, 
q2, q3, q4, fag, fagr} and O=Æ.  

A perfect matching has been determined between E and U. 
The entries involved in the perfect matching are indicated 
by circles. This indicates that there is a redundant relation: 
r5.

4 A Structural Approach for Diagnosability 
and Partial Diagnosability 

In this section, a method for determining the diagnosability 
degree of a system and the potential MASS is presented. 
The structural analysis results from [Cassar and Sta-
roswiecki, 1997] presented in the last section constitute the 
starting point of our method. The analysis can be performed 
at the design stage, starting from no sensors at all (S=Æ), to 
design the instrumentation system, or during the operational 
life of the system, allowing us to determine the alternative 
MASS to be added to the set of  existing sensors. 
 Let’s first introduce a set of definitions which are used in 
the following.  
 Definition 3 (Diagnosability) [Console et al., 2000] A 
system is diagnosable with a given set of sensors S if and 
only if (i) for any relevant combination of sensor readings 
there is only one minimal diagnosis candidate and (ii) all 
faults of the system belong to a candidate diagnosis for 
some sensor readings.   
 The definition above from [Console et al., 2000], charac-
terises full diagnosability. However, a system may be par-
tially diagnosable.    
 Definition 4 A fault F1 is said to be discriminable from a 
fault F2 if and only if there exists some sensor readings for 
which F1 appears in some minimal diagnosis candidate but 
not F2, and conversely.  

 Given a system S and a set of faults F, the discriminabil-
ity relation is an order relation which allows us to order the 
faults: two faults are in the same D-class if and only if they 
are not discriminable. Let’s note D the number of such 
classes. 
 Partial diagnosability can now be characterised by a Di-
agnosability Degree. 
 Definition 5 (Partial Diagnosability — Diagnosability 
Degree) Given a system S,  a set of sensors S, and a set of 
faults F, the diagnosability degree d is defined for the triple 
(S, S, F) as the quotient of the number of D-classes by the 
number of faults in F, i.e. d=D/Card(F). 
 Proposition 1 The number of D-classes D of a (fully) 
diagnosable system is equal to the number of faults, 
Card(F). 

 A fully diagnosable system is characterised by a diag-
nosability degree of 1. A non-sensored system is character-
ised by a diagnosability degree of 0. 
 Definition 6 (Minimal Additional Sensor Sets) Given a 
partially diagnosable triple (S, S, F), an Additional Sensor 
Set is defined as a set of sensors S such that  (S, SÈS, F) is 
fully diagnosable. A Minimal Additional Sensor Set is an 
additional sensor set S such that " S ‘Î  S, S ‘ is not an 
additional sensor set.  
 Our method is based on deriving the potential additional 
redundant relations resulting from the addition of one sen-
sor. All the possible additional sensors are examined one by 
one and a Hypothetical Fault Signature Matrix is built. This 
matrix makes the correspondence between the additional 



 
 
 

sensor, the resulting redundant relations and the components 
that may be involved. This is obtained from an AND-OR 
graph which is an extension of the RPG. The second step 
consists in extending the Hypothetical Fault Signature Ma-
trix in an Extended Hypothetical Fault Signature Matrix that 
takes into account the addition of several sensors at a time. 
This later matrix summarises all the required information to 
perform a complete diagnosability assessment, i.e. to pro-
vide all the MASSs that guaranty full diagnosability. 

4.1 AND-OR Graph 
Our method stands on building an AND-OR Graph by ex-
tending the RPG with the hypothetical sensors. The AND-
OR Graph states the flow of alternative computations for 
variables, starting from exogenous variables. To solve a 
relation r i  for its matched variable, all the ri ’s input variables 
have to be solved (AND). An input variable may have sev-
eral alternative computation pathes (OR).  
 The AND-OR graph is made of alternated levels of vari-
ables and relations. A variable node is associated an OR, for 
the alternative ways to obtain its value, whereas a relation 
node is associated an AND, meaning that several variables 
are necessary to instantiate the relation. Every relation is 
labelled with its corresponding component. 

4.2  Hypothesising Sensors: One at a Time 

In the FDI terminology, the fault signature matrix crosses 
RRs (or ARRs) in rows and (sets of) faults in columns 
(Cordier et al., 2000). The interpretation of some entry sij 
being 0 is that the occurrence of the fault Fj  does not affect 
ARRi , meaning that ARRi  is satisfied in the presence of that 
fault. sij  = 1 means that ARRi is expected to be affected by 
fault Fj , but it is not guaranteed that it will really be (the 
fault might be non detectable by this ARR).  

The ARR-based exoneration assumption is generally 
adopted in the FDI approach, meaning that a fault is as-
sumed to affect the ARRs in which it is involved. Hence, sij 
= 1 is interpreted as ARRi is violated in the presence of fault 
Fj .  Our approach adopts this assumption as well. 

Definiti on 7 (Hypothetical Fault Signature (HFS) Matrix)  
The Hypothetical Fault Signature Matrix is defined as the 
set of fault signatures that would result from the addition of 
one sensor, this sensor being taken in turn from the set of all 
possible sensors. 

The HFS matrix is determined by assuming that one more 
sensor is added to the existing ones. Every line of the matrix 
corresponds to the hypothesised additional sensor (H-
Sensor), reported in the first column. The result of adding 
one sensor is to provide one more redundant relation (H-RR 
for hypothetical RR), which corresponds to the relation 
matched (by the perfect matching) to the variable sensored 
by the H-sensor. The resulting H-RR is given in the second 
column.  

Zero entries are interpreted as for the fault signature. Now, 
two types of non zero entries exist in the HFS matrix: “1” 
means that the component (fault) is necessarily involved in 

the corresponding H-RR and “x” means that the component 
may or may not be involved, depending on whether other 
sensors are added. 
 For a given unknown variable, the HFS matrix indicates 
that there are two ways to determine this variable: its H-
sensor or the computation tree for solving the corresponding 
H-RR. The computation tree is a sub graph of the AND-OR 
Graph. Its root is the unknown variable and its branches 
trace back the variable-relation dependencies down to the 
exogenous variables (and eventually the H-sensored vari-
able). The HFS matrix entry values are obtained from the set 
of components whose corresponding relations take part in 
the computation tree. At this stage, the other H-Sensors are 
used to decide whether the entry is “1” or “x”. 

The HFS matrix for the GFS application is given in Table 
2.  
 

H-Sensors H-RR GCVm GCVh SRVm SRVh Injt. Tfsg Tfsgr Tfqg Tcpd 

none r5 x x x 1 x x x x x 

fsgr r10 0 0 1 x 0 0 1 0 0 

fagr r8 0 0 1 0 0 0 x 0 0 

fsg r9 1 0 0 0 0 1 0 0 0 

fag r7 1 0 0 0 0 x 0 0 0 

fpg2 r11 0 0 1 1 0 0 0 0 0 

p3 r1 x x x x 1 x 0 0 1 

q3 r4 x 1 x x x x 0 0 x 

q2 r3 x 1 x x x x 0 0 x 

fqg r6 x x x 1 x x 0 1 x 

Table 2 – HFS matrix of the GFS 
  

 Let us explain the row corresponding to H-sensored fag. 
The computation tree is given in Figure 2. The components 
involved are GCVm, which receives a “1” because it is 
matched to the H-RR (r7) itself, and Tfsg which receives an 
“x”. Indeed, the value of fsg may be obtained from the H-
Sensor, involving Tfsg, or from r9 which is also associated 
GCVm. 

Figure 2 – Computation tree for fag 

4.3 Hypothesising Sensors: Several at a Time   
Given that some non-zero entries of the HFS matrix may be 
“x”, this means that every H-RR in the HFS matrix can have 
several instances depending on the whole set of additional 
sensors, every instance being conditioned by a given set of 
sensors. The isolability properties conditioned by the set of 
sensors for the whole system can be derived from the Ex-
tended HFS matrix (EHFS matrix) which states all the pos-
sible instances of the H-RRs in the HFS matrix. 



 
 
 

 The EHFS can be generated from the OR-AND graph, by 
analysing all the alternative computation trees.  

The different instances of a H-RR (IRR as Instantiated 
RR) are obtained from the AND-OR graph by following the 
alternative paths for obtaining its associated variable. When 
a relation is in the path, its corresponding component re-
ceives a “1” instead of the “x”. When a sensor is in the path, 
it is recorded in the Sensor Conditions column. This is 
summarised in the EHFS matrix.  

The following table provides the partial EHFS matrix for the 
IRR corresponding to the H-RR r3. 
 

 GCVm GCVh SRVm SRVh Injt Tfsg Tfsgr Tfqg Tcpd Sensor Condition 

r31 0 1 0 0 0 1 0 0 0 S(q2)^fsg*^S(p3)^fpg2* 

r32 0 1 1 1 0 1 0 0 0 S(q2)^fsg*^S(p3) 

r33 1 1 0 0 0 0 0 0 0 S(q2)^96hq1*^S(p3)^fpg2* 

r34 1 1 1 1 0 0 0 0 0 S(q2)^96hq1*^S(p3) 

r35 0 1 0 0 1 1 0 0 1 S(q2)^cpd*^fsg*^fpg2* 

r36 0 1 1 1 1 1 0 0 1 S(q2)^cpd*^fsg* 

r37 1 1 0 0 1 0 0 0 1 S(q2)^cpd*^96hq1^fpg2* 

r38 1 1 1 1 1 0 0 0 1 S(q2)^cpd*^96hq1* 

Table 3 – (Partial) EHFS matrix for the GFS 
 

The full EHFS matrix for the GFS contains 61 IRRs and 
summarises all the required information to perform a com-
plete diagnosability assessment.  

5 Diagnosability Assessment 
The EHFS matrix allows us to exhaustively answer the 
question: “Which additional sensors are necessary and 
sufficient (Minimal Additional Sensor Sets) to guarantee 
maximal diagnosability (maximal discrimination between 
the faults)?”. 

5.1 Component Involvement 
Definition 8 (Component involvement) The rows of the 

fault signature matrix of a system (S, S, F) and similarly, 
the rows of the EHFS matrix are defined as component 
involvement vectors. In the EHFS matrix, row i is the com-
ponent involvement vector of IRRi . 

Corollary 1 Under the ARR-based exoneration assump-
tion, two IRRs that have the same component involvement 
vector have the same fault sensitivity.  

The proof is trivial and is omitted. 
The IRRs can be grouped in equivalence classes corre-

sponding to the same component involvement vector, i.e. 
the same rows in the EHFS matrix. 

5.2 Alternative Fault Signature Matrices 
We have the following result: 
Proposition 2 Under the ARR-based assumption and 

given a partially diagnosable triple (S, S, F), the number of 
D-classes of (S, S, F) is given by the structural rank [Travé 
et al., 1989]  of its fault signature matrix.  

From the above result and definition 5, one can derive the 
diagnosability degree of (S, S, F). 

Definition 9 (Alternative Fault Signature Matrices) Given 
a set of faults F of cardinal n, the Alternative Fault Signa-
ture (AFS) Matrices are given by all the possible Xxn matri-
ces composed by the component involvement vectors corre-
sponding to RRs, i.e. from the actual fault signature matrix, 
and the addition of a selection of component involvement 
vectors from EHFS, where X is = to the number of actual 
RRs.  

We can now state the following result: 
Proposition 3 Under the ARR-based exoneration assump-

tion and given a system(S, S, F) with Card(F)=n, the maxi-
mal diagnosability degree is obtained for the maximal struc-
tural rank among the AFS Matrices. 
 Proposition 4 Under the same assumptions as Proposi-
tion 3 and given a maximal rank fault signature matrix, the 
corresponding MASS is obtained as the conjunction of the 
Sensor Conditions associated to the IRRs belonging to this 
FS matrix.  

Due to space constraints, the proofs are not included. 

5.3 Sensors for Achieving Maximal  Di-
agnosability in the GFS 

For the GFS application, the questions that have been an-
swered are: 

·  Which are the components that can be discriminated 
using the currently available sensors, i.e. which is the 
diagnosability degree of the actual system? 

·  Which are the necessary and sufficient additional sen-
sors that guarantee maximal diagnosability, i.e. maxi-
mal discrimination between the 9 faults? 

 Referring to the first question, given the set of actual 
sensors on the GFS SGFS={ fpg2, fqg, fsg, fsgr}, the method 
allowed us to assess that the fault signature matrix structural 
rank is 7, implying that only 7 components can be discrimi-
nated. A closer look made clear that GCVh, Injectors and 
Tcpd were the components that could not be discriminated. 
The actual diagnosability degree of (GFS, SGFS,  FGFS) is 
hence 7/9.  

Let us now consider the second question. Obtaining 
maximal discrimination between the 9 faults comes back to 
obtaining maximal discrimination between {GCVh, Injec-
tors, Tcpd}. The different component involvement vectors 
with respect to GCVh, Injt and Tcpd and their corresponding 
IRRs can be determined. This allowed us to assess that the 
maximal structural rank that can be achieved by the FS 
matrix when selecting a relevant set of component involve-
ment vectors is 8. It can be noticed that the involvement of 
Injt and Tcpd in the IRRs is always identical, implying that 
these can never be discriminated, given the considered set of 
sensors. However, discrimination can be obtained between 
GCVh and {Injt, Tcpd}. Since the structural rank of the ac-
tual fault signature matrix is 7, it is hence enough to select 
one appropriate component involvement vector from the 



 
 
 

EHFS matrix to be added to those arising from the available 
sensors. Two solutions exist. The first provides one possible 
MASS: {S(p3), S(q3)}. The second provides two possible 
MASSs: {S(q3), S(q2)} and {S(p3)} . 
 Hence, the “minimal” solution guaranteeing maximal 
diagnosability in the Gas Fuel System is to add one pressure 
sensor on p3.  
 For more details about the application of the method to 
the GFS, the reader can refer to [Travé-Massuyès et al., 
2001]. 

6 Conclusions 
A key issue for practical diagnosis in industry is the trade 
off of installing the minimal sensors, but getting a high 
degree of fault isolation and diagnosis. In order to keep 
costs down, industrial systems are typically configured with 
the minimum set of sensors needed for control and protec-
tion. Long experience has shown that this standard set of 
sensors creates many limitations on how well faults can be 
diagnosed. What industry needs is better information to base 
the trade-off decision on. What do I gain for each possible 
additional sensor? 
  In this paper, we have presented a methodology for show-
ing what gains in diagnosis can be made with which addi-
tional sensors. This is accomplished by analysing the system 
from the model based diagnosis viewpoint, given a set of 
faults which it is desirable to diagnose. The approach has 
been illustrated through the gas fuel system of a General 
Electric Frame 6 gas turbine, based on an actual turbine 
being monitored by the Tiger™ software in the UK. 

This approach can be very beneficial to industry. By being 
able to understand the gains to be made at the cost of a few 
more sensors, there is a real chance to instrument complex 
systems for not only control, but also diagnosis. The possi-
ble cost savings are substantial, not just from the direct 
gains in diagnosis, but in the better design of systems and 
the ability to design systems which will be more robust.  
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2 Hybrid System Mode Estimation Problem

In the mode estimation problem we consider, a hybrid system
is described by a 6-tuple:( X ; Q; � ; Y ; f ; g ) , whereX is the
continuous state space of the system,Q is the mode space (set
of discrete states),Y is the space of sensor signals,� is the set
of possible control inputs to the system,f : X � Q � � !

X � Q is the transition function, andg : X � Q � � ! Y is
the observation function.

The mode spaceQ can be understood as the product of in-
dividual component modes of ann -component system, with
each mode vector denoted asq = [ q

1

; : : : ; q

n

]

T

2 Q .
For an l -sensor system, the sensor output vector isy =

[ y

1

; : : : ; y

l

]

T

2 Y , wherey

i

is the output of sensori . Each
y

i

could be a measure of a signal from component modeq

j

alone or a composite signal of multiple components.
The problem of mode estimation in a multi-sensor environ-

ment can be stated as follows. At each time stept , given the
previous mode estimate att � 1 and current observation, mode
estimation is a mapping:

E : Q

t � 1

� Y

t

! Q

t (1)

Equivalently, the mode estimation problem is to estimate�

such thatq � + 1

= E ( q

�

; y

� +1

) , andq

� + 1

6= q

� , i.e., the time
instance when one or more component modes have changed.

Mode transitions induced by external control events can be
estimated using the control events and sensor signals. Au-
tonomous transitions must be estimated using a combination
of system model, control event sequence, and sensor signals.

To estimateq

t

2 Q

t , components ofy
i

contributed by
mode componentsq

j

Õs must be associated with theq

j

Õs in or-
der to determine if there is a transition forq

j

, and if so, what
the parameters (such as transition time) are. We illustrate the
computational difÞcultiesof data association for the hybrid
system mode estimation problem for two cases.

Case I.Assume there is no signal mixing and eachy

i

mea-
sures a signals

j

2 S from system componentj only. The
number of possible associations ofy

i

Õs with the correspond-
ing q

j

Õs isn

l , that is, it is exponential in the number of sensors
at each time step.

Case II. More generally, each sensor signaly

i

measures a
composite ofs

j

Õs through a mixing function:H : S

t

! Y

t .
Without prior knowledge aboutH , any combination ofs

j

Õs
could be present iny

i

Õs. Pairing eachy

i

with s

j

Õs createsn !

associations. The total number of associations ofy with q is
( n !)

l

/ 2

nl , i.e., exponential in the numbers of sensors and
signal sources.

For applications such as diagnosis, it is often necessary to
reason across multiple time steps and examine the history of
mode transitions in order to identify a component fault oc-
curred in an earlier mode. Each pairing of observation with
mode vector in the above single-step mode estimation creates
a hypothesis of the system mode transitionsequence. As more
observations are made over time, the total number of possi-
ble mode transition sequences is exponential in the numbers
of sensorsandmeasurements over time.

3 An Online Mode Estimation Algorithm
The objective of mode estimation is to estimate the mode tran-
sition sequence of a hybrid system:

q
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1
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= q

�

2

! q

�

2

+1

: : : q
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whereq

�

i

6= q

�

i

+1 . Each transition is caused by one or more
mode transitions of components ofq .

Assuming each sensor outputy

i

is a linear superposition1

of possibly time-shifteds

j

Õs

y
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( t ) =

n

X

j =1

�

ij

s

j
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or more compactly,

y

t

= D ( �

ij

; �

ij
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whereD ( �

ij

; �

ij

) is an l � n mixing matrix with elements
d

ij

= �

ij

� ( t � �

ij

) and� ( t � �

ij

) is the sampling function.
The operator� denotes element-wise convolution in the same
way matrix-vector multiplication is performed.

In particular, whens

j

represents the signal event character-
istic of the mode transitionq �

i

j

! q

�

i +1

j

, the mode estimation
problem is then to determine�

ij

, the onset of the signal event
s

j

, and�

ij

, the contributionofs
j

to the composite sensor out-
put y

i

. A common physical interpretation for the mixing pa-
rameters� and� is that� characterizes signal arrival time at
each sensor, and� sensor gain for each sensor.

The following mode estimation algorithm computes
P ( D ( �; � ) j y

t

) , the posterior probability distribution of�

and � given observationy

t , iterating through the following
three steps: (1) Use a model of system behaviors to generate
a temporal priorP ( D ( �; � )) of transition events within
the time window associated with the current time step; (2)
Decompose sensor observation as a sum of component signal
eventsy

t

= D ( �; � ) � s

t , and compute the likelihoodfunction
P ( y

t

j D ( �; � )) ; (3) Compute the posterior probability distri-
bution of the mode transitionP ( D ( �; � ) j y

t

) using Bayesian
estimation and update the mode vector. The algorithm is
suited for a distributed implementation. Assume each node
stores a copy of signal component templates^s

j

( t ) . At each
step, a few global nodes broadcast the model prediction, and
each node locally performs signal decomposition, likelihood
function generation, and Bayesian estimation.

Mode Estimation Algorithm
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(3) Update:
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1 When the signals are nonlinearly superposed, then a nonlinear
source separation method must be used.
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To address the problem of exponential blowup in data as-
sociation described earlier,ModelPredictionuses a model to
predict signal events that are present within a time window,
thus focusing the signal event localization and association on
just the predicted subset of events. A variety of models such
as timed Þnite automata or Petri nets (Section 4.2) could be
used to generate a prior. Other possible candidates include
partially observable Markov decision processes and dynamic
Bayesian nets suitably modiÞed to encode both discrete and
continuous variables. Signal decomposition and Bayesian es-
timation identify the signal events that are most likely present,
thus eliminating the exponential factor in associating events
with component modes. The tracking cost is linear in the num-
ber of measurements over time.NextModeupdates the mode
vector q with the identiÞed mode parameters� and � . Al-
ternatively, instead of keeping only the most likely events ac-
cording to posterior, the algorithm could be extended to main-
tain less likely events by propagating the full posterior distri-
bution and using techniques such as backtracking[Kurien and
Nayak, 2000] or smoothing[Lerneret al., 2000] to manage
the branching complexity.

The notationy ( t ) in the algorithm represents the observa-
tion within a time window of interest. In the signal decompo-
sition ^y

i

( t ) =

P

n

j =1

�

ij

^s

j

( t � �

ij

) , f ^s

j

j j = 1 ; : : : ; l g , are
the so-called signal event templates that characterizes

j

Õs and
are constructed from training data.

The model predicts what combinations of signal compo-
nents are present (the� Õs) and how they are appropriately
shifted (the� Õs) within the time window of interest. Given the
parameters� and � , the likelihood functions for sensors are
assumed to be independent of each other. Since each signal
template has a non-zero Þnite length, it is necessary to account
for adjacent signal events spilling from the previous time step
into the current time window. Given an observation, the pa-
rameters�

n and�

n are determined by maximizing the poste-
rior in Bayesian estimation.

For simplicity, the likelihood functions are assumed to be
Gaussian. For non-Gaussian, multi-modal priors and likeli-
hood functions, techniques such as mixture models or parti-
cle Þlter (also known as sequential Monte Carlo or Conden-
sation) could be used to represent and propagate probabilistic
evidence.

The algorithm exploits a temporal prior to manage the com-
putational complexity in mode estimation. Likewise, a spatial
prior could also be exploited to associate eachy

i

with one or
a small number of identiÞable signal sourcess

j

Õs, using tech-
niques such as beamforming in a multi-sensor system.

4 Experiment: An application to diagnosis of
DC265 printer

We have prototypeda diagnosis system comprising three main
components: timed Petri net model, mode estimation, and
decision-tree diagnoser (Fig. 3).

Discrete-event data from built-in sensors and control com-
mands of the printer are used to drive the Petri net model. The

Controller Plant

Timed Petri
Net Model

Mode
Estimation

Detection &
Diagnosis

control events sensor events

prior

posterior

deviation query

fault candidate

Figure 3: Architecture of the prototype diagnosis system.

model compares observed sensor events with their expected
values. When a fault occurs, the deviation from the Petri net
simulation triggers the decision-tree diagnoser. The diagnoser
either waits for the next sensor event from the Petri net or
queries the mode estimator for a particular event, depending
on the next test. The mode estimator requests a temporal prior
from the Petri net, uses the prior to retrieve the segment of the
signal from appropriate sensors, and computes the posterior
of the event. The Petri net uses the event posterior to update
model parameters, generate a deviation of the event parame-
ter for the diagnoser, and the process iterates until there are
no more sensor tests to perform and the diagnoser reports the
current fault candidates.

4.1 Experimental testbed
We have instrumented an experimental testbed, the Xerox
Document Center 265ST printer (Fig. 1), with a multi-sensor
data acquisition system and a controller interface card for
sending and retrieving control and sensor signals. The moni-
toringand diagnosis experiment to be discussed in this section
will focus on the paper feed subsystem (Fig. 4).

The function of the paper feed system is to move sheets
of paper from the tray to the xerographic module of the
printer, orchestrating a number of electro-mechanical compo-
nents such as feed and acquisition rolls, feed motor, acquisi-
tion solenoid, elevator motor, wait station sensor, and stack
height sensor. The feed motor is a 24V DC motor that drives
the feed and acquisition rolls. The acquisition solenoid is used
to initiate the feeding of the paper by lowering the acquisition
roll onto the top of the paper stack. The elevator motor is used
to regulate the stack height at an appropriate level. The wait
station sensor detects arrival of the leading or trailing edge of
the paper at a Þxed point of the paper path. The stack height
sensor is used to detect the positionof the paper stack and con-
trols the operation of elevator motor.

In the experimental setup, in addition to the system built-in
sensors, audio and current sensors are deployed for estimat-
ing quantities not directly accessible (so-called virtual sen-
sors[Sampathet al., 2000]). A 14-microphone array is placed
next to the printer. Ground return currents of various subsys-
tems of the printer are acquired using three 0.22
 inline resis-


